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CRIMINAL CODE AMENDMENT (CYBER PREDATORS) BILL 2005 
Declaration as Urgent 

MR J.A. McGINTY (Fremantle - Attorney General) [4.59 pm]:  In accordance with standing order 168(2) I 
move - 

That the bill be considered an urgent bill.   

An understanding was reached between the opposition and the government when this legislation was introduced 
nearly three weeks ago that in return for a delay, which the opposition requested, the passage of the bill would be 
facilitated today.  In other words, there was agreement that we would not have to wait until Thursday this week 
to debate the bill.  This motion to declare the bill as an urgent bill seeks to facilitate the debate today, and reflects 
the discussions I had with the member for Hillarys and the agreement reached with him. 
Question put and passed.   

Second Reading 
Resumed from 20 October. 

MS S.E. WALKER (Nedlands) [5.01 pm]:  The opposition supports the bill.  Before I go into any detail on it, I 
thank Barry King, a solicitor with the State Solicitor’s Office, for the briefing he gave me on the bill.   
The ACTING SPEAKER (Dr S.C. Thomas):  Members, too many discussions are going on in the chamber.  I 
ask that they be taken outside.  If members cannot take their conversations outside, they should at least bring 
them down to a whisper so that we can hear the member for Nedlands.   
Ms S.E. WALKER:  Thank you, Mr Acting Speaker.  Between June 2003 and September 2004, the federally 
funded Australian Institute of Criminology, which is an independent statutory authority operating under the 
Criminology Research Act 1971, and the Australian High Tech Crime Centre studied 25 investigations by 
Queensland police into the online grooming of children, which were conducted under the codename of Task 
Force Argus.  The institute’s July 2005 paper, entitled “Queensland police stings in online chat rooms”, reports 
on the experience of Queensland police in investigating the predatory behaviour of men or paedophiles who 
were seeking sex with children through online chat rooms.  The paper includes a discussion of two or three 
successful prosecutions, and demonstrates the aggressive and rapid way in which children were targeted by 
adults for sexual purposes.  For instance, the paper outlines that 76 per cent of offenders were arrested within one 
month of the first online contact, that 68 per cent of the adults sought offline contact with a child and that 48 per 
cent of adult suspects who were arrested intended to rendezvous with children.   

The bill follows on the heels of amendments that were made to section 218 of Queensland’s Criminal Code.  The 
wording of the amendments to the Queensland Criminal Code was much simpler than the wording of our bill, 
which is much more technical.  However, that may be an appropriate enhancement given the technology.  The 
Crimes Legislation Amendment (Telecommunications Offences and Other Measures) Act (No. 2) 2004, which is 
a commonwealth act, came into effect in March 2005.   

Two of the main aspects of the Western Australian bill were covered by the Queensland legislation.  There is a 
third aspect to our bill that stipulates that people who are convicted of the offences outlined by this bill will not 
be allowed to work with children.  The bill will make amendments to the Working with Children (Criminal 
Record Checking) Act 2004.  The bill will also introduce new provisions to the Criminal Code under chapter 
XXII, headed “Offences against morality”.  It creates new offences for using electronic communications to 
procure a child to engage in sexual activity or to expose a child to indecent material.  It will also enable police 
officers to seek court orders requiring a suspect or a person who is controlling a data storage device used by a 
suspect to provide them with access to evidence of child exploitation offences.  This will help overcome 
encrypting and the hiding of evidence involving child pornography and online communications.  The bill 
proposes to insert section 711AA into the Criminal Code, which concerns the issuing of an order.  I am told that 
this proposed section will not be assented to until certain parts of the criminal investigation act come into effect.  
Under the proposed section, when a police officer applies for an order, he must have the computer in his 
possession or it must be a computer to which he has access, which may be provided under a warrant.  Before 
granting such an order, the magistrate must be satisfied that there are reasonable grounds for suspecting that 
anything relevant to a prescribed offence is contained in or accessible from a data storage device, and that the 
person has relevant knowledge.   

I will discuss the offences contained in the bill in some detail.  The penalty for procuring a child who a predator 
believes to be under the age of 13 is 10 years’ imprisonment.  The penalty for procuring a child between the ages 
of 13 and 16 is five years’ imprisonment.  When I first looked at the bill, this reminded me of the offence of 
attempt under the Criminal Code.  It is really provided so that police officers can pose as a child online to lure 
paedophiles into chatting with them and committing the offence that is the subject of the bill.  For the purpose of 
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the offence of procuring, it does not matter that the perpetrator cannot fulfil the procurement.  It also does not 
matter that the victim is a fictitious person.   

This is a good bill, and it is great that it is being debated.  The research and analysis undertaken by the Australian 
Institute of Criminology was good.  Parents in this state will be pleased that the Parliament will pass this bill.  
The bill will mean that when a predator goes online, instead of talking to Jenny Smith, he may be talking to 
Inspector Jones.  I do not have the figures before me, but I know from my days at the Office of the Director of 
Public Prosecutions that child sexual abuse recorded the highest percentage increase in the state for reportable 
crimes.   
In effect, the bill will introduce new provisions into the Criminal Code under the chapter entitled “Offences 
against morality”.  That chapter covers offences such as bestiality, child sex tourism, being involved with 
prostitution, procuring a person to be a prostitute, obscene acts, showing offensive material to a child under 16 
years of age or supplying intoxicants to people who are likely to abuse them.  The bill creates a new offence of 
using electronic communications to procure a child to engage in sexual activity or to expose a child to indecent 
material.  It is all about the protection of children.  The reason for creating these offences is best explained by the 
author of the institute’s paper.  At page 1 it puts it very simply -  

Children are growing up with computers.  They use computers at home, at friends’ places, at the library 
and at school to work, play and communicate.  Some have net connectivity on portable devices such as 
mobile phones.  Computers connected to the Internet provide a number of ways to communicate in real 
time with other people who can be anywhere, including across the room, hallway, road, city, state, 
country or world.  Various facilities are available to search out others with similar backgrounds or 
interests. 

As I understand it, this bill will cover people anywhere in Australia.  It continues -    

If a child enters an online chat room they may encounter an adult person, who may or may not be 
pretending to be a child, but who is on the lookout for a child to whom they can ‘talk dirty’, send 
obscene messages, obtain sexually explicit pictures, engage in cybersex or meet for sex offline.  The 
adult might strike up a conversation which very soon progresses to a sexually explicit topic.  In some 
jurisdictions there may be a limited range of possible offences to cover such actions.  Where there are 
laws in place, how are we to combat this predatory type of behaviour?  One way is for the police to 
pretend to be children in online spaces and wait for the predators to come to them. 

This is what this bill is about.  The paper from the Australian Institute of Criminology is excellent.  It reports on 
the experience of the Queensland police in the investigation of predatory behaviour by men seeking sex with 
children through online chat rooms.  It includes a discussion of two successful prosecutions.  I have looked at 
those prosecutions.  One of the issues that I will be raising with the Attorney General is that, in my view, in one 
of those prosecutions the perpetrator received a very light sentence.  According to the paper the reason for that 
was as follows - 

While the appeal court affirmed that a prison sentence was appropriate for an offence of this type, it was 
thought to be an important consideration towards mitigating the penalty that no child was actually 
involved.   

In my view, if a court in Western Australia sentenced a person for the offence of procuring under this act, the 
fact that a child was or was not involved should not form part of any mitigation.  I am interested to hear what the 
Attorney General has to say about that.  The work in that paper is the result of collaboration between the 
Australian Institute of Criminology and the Australian High Tech Crime Centre.  

I turn now to a United Kingdom paper titled “A Typology of Cybersexploitation and On-line Grooming 
Practices”.  The paper is by Ms Rachel O’Connell from the Cyberspace Research Unit at the University of 
Central Lancashire.  The paper outlines the elaborate grooming strategies that are used by offenders to develop a 
relationship with children to obtain online or offline sex.  It lists six steps in the way the interaction typically 
progresses.  I must give the Parliamentary Library credit for doing some research on this matter for me.  The 
library actually gave me two papers by the same person that have similar titles but deal with different aspects of 
research into online grooming practices.  It is important to put some of this research on the record so that the 
people will understand the lengths to which these people will go in trying to attract the attention of a child for 
sexual activity.  The paper states on page 2 -  

The purpose of this introduction is to provide a brief overview of both the scope of the program of 
research which has given rise to this paper and the methodology employed for the particular research 
reported in this paper.  The paper summarises a section of a key-note address at the Netsafe conference 
to take place in Auckland, New Zealand, July 2003.   

The paper states also, under the heading “Methodology” - 
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A participant observation methodology was employed in this study, which involved over 50 hours of 
research in chat rooms conducted intermittently over 5 years.  Methodological considerations were 
numerous and rigorous ethical procedures were formulated and implemented . . . before and during 
research.   

The paper also outlines the procedure.  I assume this is the material on which both the Queensland and the 
federal legislation was based.  It states -  

The procedure involved the researcher entering chat rooms or channels intended for child or teen users 
and posing as either an 8, 10 or 12 year old child, typically female.  The researcher utilised the 
usernames ‘angel’, or ‘honez’ and frequented both web based and IRC based chat rooms and channels 
respectively.  Details of the fictitious child’s life were that she had moved to a new location, her parents 
were constantly fighting, and that she had not yet made friends with peers in her new school.   

This is important for parents to know.  It continues -  

Essentially, the hallmarks of a socially isolated child were the messages that were to be divulged to any 
other user with whom the researcher, posing as a child, engaged.   

These two research papers reminded me of a paper from the Federal Bureau of Intelligence on how paedophiles 
groom children.  It takes a much longer time.  They select their victims.  They select a vulnerable child and then 
go after that child.   

The paper talks also about victim selection methods and states - 

In teen chat rooms the activities that precede the process of initiating direct contact about a child may 
simply involve the adult providing a description of himself to all of the users of the public chat room so 
that he is masquerading as a particular kind of child, of a particular age in the hope of attracting an 
equivalent age and same or opposite sex child, for example: 

Once these vital details are stated the adult simply waits for a child to respond and once a child has 
responded they will either choose to pursue the conversation with the child on the basis of the child’s 
answers to a few initial vetting questions or not.   

Ms O’Connell found also that paedophiles give advice to other paedophiles about cybersexploitation and 
grooming.  The paper states -  

Research conducted by the author into the content of conversations between adults with a sexual 
interest in children in child-sex related chat rooms indicated that whilst the majority of the activity in 
paedophile chat rooms centred on the exchange of child pornography images another of the frequent 
topics concerned on-line grooming and in particular, ways in which to avoid detection.   

So paedophiles not only exchange images on the Internet but also talk about the ways in which they can groom 
children online and how they can be deceitful and try to cover it up.  The paper continues -  

The advice regarding selection and targeting involves paedophiles viewing children’s public profiles 
on-line.  Public profiles consist of on-line forms that chat service providers request children to 
complete, with typical information fields such as real name, age, location, and children are also invited 
to upload their photograph, and to give details about their hobbies and interests.  In addition, if a child 
has created their own web site they are requested to provide the URL.  In effect, these forms provide 
paedophiles with enough information to satisfy their curiosity about the physical appearance of the 
child and proximity or otherwise of the paedophile to the child’s physical location.  

The Australian Institute of Criminology conducted its own research and used its own methodology.  I will look 
later at the Queensland legislation and practices.  The paper refers to the different stages that a paedophile goes 
through on the Internet.  The institute states in its paper that in its view these processes are often short-circuited.  
The proof of that is that Queensland has been able to catch predators very quickly, I think within a month, but I 
will come to that later.  The paedophile goes through the friendship-forming stage which involves getting to 
know the child.  While this varies from one paedophile to another, they are forming a relationship with a child.  
They also go through a risk assessment stage.  This refers to part of a conversation when a paedophile will ask a 
child about, for example, the location of the computer.  In my dealings with criminals I have always found the 
dark recesses of their minds very creepy and evil, and this is an example of that.  They ask the child about the 
location of the computer the child is using and the number of people who use the computer.  By gathering this 
kind of information it seems reasonable to suppose that the paedophile is trying to assess the likelihood of his 
activities being detected by the child’s parents, guardians or other siblings.  They then go through the exclusivity 
stage, which follows risk assessment, when the tempo of the conversation changes to them being best friends and 
they say they understand what the child is going through.  They may relate to children whose parents have 
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broken up, they are not doing well at school or are being bullied at school.  This person builds on those 
vulnerable issues of the child.  The idea of trust is often introduced at this point with the adult questioning how 
much the child trusts him and, psychologically, people, especially children, respond to that tactic by professing 
that they trust the adult implicitly.   

The paedophile then moves on to the next stage, which is the sexual stage.  The introduction of this stage can 
appear innocuous enough, because typically the adult has positioned the conversation so that a deep sense of 
shared trust seems to have been established and often the nature of these conversations is extremely intense.  The 
content of what happens on the Internet will lead to the evidence that will secure a conviction or prosecution in 
relation to this offence.  

The paper that I have just referred to is one of two papers by Rachel O’Connell.  Funnily enough, both papers 
have similar titles, but they are different from each other.  The second paper is entitled “A Typology of Child 
Cybersexploitation and Online Grooming Practices”.  In the second paper - this is something I wanted to raise 
with the Attorney General about this bill - Rachel O’Connell states - 

The value of developing a typology of child cybersexploitation, a term coined by the author to describe 
varying degrees of online sexual exploitation of children, lies in the fact that it will serve to uncover the 
nature, scope and extent of the processes which characterise cybersexploitation and online grooming.  
In particular, this research offers an insight into the behaviour patterns of adults and adolescents with a 
sexual interest in children and the varying cycles of abuse that can occur . . .  

This report refers to adults and adolescents.  I note that the bill only refers to adults.  I raised this with Barry 
King from the State Solicitor’s Office and asked him why this bill creates an offence only for adults and not, for 
instance, for 15-year-old boys who may have a bit of a fetish for six or eight-year-old girls.  Really young kids 
these days are using computers at school.  In the sexual offences section of the Criminal Code reference is made 
to a person who commits a sexual offence.  I wondered why that had not been included in this legislation and 
whether it was an oversight. 

Mr J.A. McGinty:  It was not an oversight.  It was a conscious decision.  We were aware of the debate that there 
are adolescents, legally children, who do use the Internet for exactly this purpose.  The policy decision was 
aimed at adults who use the Internet to groom young children into their ways.  It was a difficult call to make, for 
the very reasons that the member is alluding to, and in the end we decided to say that if children are using the 
Internet to facilitate sex with other children, that is a different class of offence from paedophilia, which is what 
this bill is really aimed at: that is, adults using the Internet to procure children. 

Ms S.E. WALKER:  But it is not contained in the chapter of the Criminal Code dealing with sexual assaults. 

Mr J.A. McGinty:  There is still a separate offence if sexual relations occur with someone under the age of 16.  
As the member will recollect, the defence of mistaken identity is only available if there is a certain age gap.  We 
thought that was covered by the actual eventuality of the offence being committed against a child - in other 
words, someone under the age of 16 in the case of sexual assault - and, notwithstanding the fact that some people 
support this legislation being applicable to children who, as well as adults, use the Internet for the purposes of 
sexual gratification, we thought it was adults that this legislation should be targeted at. 

Ms S.E. WALKER:  So it is soft legislation. 

Mr J.A. McGinty:  You might call it that.  It is targeted. 

Ms S.E. WALKER:  I think it is a bit soft and I will tell the Attorney General why.  With the Internet we tend to 
think it is out there but it is not part of our physical environment.  However, it is very much part of a child’s 
environment.  A 15-year-old boy can go on the Internet and prey on young girls and that is no different from him 
preying on young girls in virtual reality.  I am a bit disappointed that that has not been included, and I know that 
my colleagues will be too, because it is certainly included in the Criminal Code.  This bill distinguishes it and I 
cannot see the basis for that.  

The authors of the institute’s report looked at that issue and said on page 4 -  

Previous research has reported elaborate online grooming strategies used by offenders over time to 
develop a relationship with children . . .  

They bring them down to friendship forming, relationship forming, risk assessment, exclusivity, sexual and 
concluding.  The report continues - 

The nature of the interactions between suspects and police posing as children in the cases under study 
revealed less distinct or elaborate stages.  There were three types of interaction noted - 

This is in the Australian research that has been done recently on the Queensland legislation.  It continues - 
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1. overtly sexual exchanges;  

2. seeking verification of the child’s circumstances and identity; and 

3. building up the confidence and trust of the child. 

These researchers noted that the interactions were mostly condensed into a short time frame which collapsed the 
distinct phases observed by O’Connell.  I have already gone through what the percentages were and the types of 
contacts they sought, but the researchers state - 

Also, in many cases the online chat in one session would cover a number of different exchanges.   

Overtly sexual exchanges included the following:  

•  discussing meeting offline to perform a sexual act (68 per cent of suspects);  

•  discussing sex and sexual acts in general (52 per cent of suspects); 

•  discussing sexual acts involving the child (48 per cent of suspects);  

•  sending sexually explicit material (42 per cent of suspects) ? child pornographic images were 
sent by just two suspects including, in one case, images of the suspect’s sexual abuse of other 
children; 

The research was conducted at the offices of Task Force Argus in the Brisbane police headquarters.  Police 
officers were interviewed and task force papers were reviewed and they looked at data such as the age and 
employment status of the perpetrator, the location of the offence, the criminal history of the perpetrator and the 
details of the interaction.  Unlike O’Connell, the researchers sat in online chat rooms in Brisbane where the 
police officers posed as a 13-year-old girl, Kylie.  No sexual advances were initiated by the police officers, only 
responses to advances made to them.  Concerning suspects’ age, social circumstances and location, I found 
interesting the profile of the type of person who would go online.  Suspects’ ages ranged from 19 to 55 years; the 
mean age of suspects was 34.  One matter investigated by police led to the identification of a 17-year-old male 
seeking to procure the police target for sexual activity.  The largest proportion of suspects was single men who 
no longer lived at their parents’ home; they represented 32 per cent.  Almost as many were single and lived at 
home - they represented 28 per cent - as those married or in a de facto relationship, which was 24 per cent.  The 
relationship status of four suspects was not indicated - 16 per cent - but at least three suspects had at least one 
dependant child.  The majority of suspects - 56 per cent - were in some form of paid employment across a range 
of trade and service sectors.  Thirty-two per cent were in receipt of a pension or benefit.  The chat rooms that 
police entered for the purposes of the institute’s paper were generally associated with the south west Queensland 
region.  Fifty-two per cent were located in the Brisbane metropolitan area, 36 per cent were located in rural 
Queensland and the remainder were spread between the Northern Territory, rural New South Wales and 
Melbourne.  All the suspects were male and all the police-assumed identities were female.  In two of the referred 
matters the target was a boy.  In the case of a child to whom male child pornography was sent, and in the case of 
the boy incited to have sex with siblings and cousins, the suspect was not seeking to have sex with the boy 
himself.   

The report goes on to state that the police involved in Task Force Argus reported a marked contrast in the way 
they were treated as boys in the initial phases of their operations.  Interestingly, no offences were committed 
when police posed as boys in online chat rooms.  That does not mean that boys were not targeted for sexual 
purposes online.  It may be that there are other chat rooms, more typically used by boys, where they may be 
targeted for sexual abuse. 

I will return to some of the results from courts from the Queensland legislation.  They are very interesting.  A 
case study is mentioned by the institute.  It is not gruesome.  The bill before us states that it does not matter that 
the victim is a fictitious person, and that the fact that the procurement does not lead to any substantive offence in 
the code is irrelevant.  However, in the case from the Queensland courts, the fact that no child was involved was 
a mitigating factor.  The case study involved R v “K” 2004.  In February 2004, K was the first person sentenced 
in Queensland for using the Internet to procure a person who he believed to be less than 16 years of age to 
engage in a sexual act.  An initial sentence that he be imprisoned for a minimum period of nine months was 
overturned on appeal and a suspended sentence of 18 months was imposed with an operational period of four 
years backdated for the 90 days the person had served in jail.  I find that remarkable.  The child involved was 
less than 16 years of age.  By inference, that means that the perpetrator thought the child was between 13 and 16 
years.  In fact, he thought she was 13 years old.  In Queensland that attracts a sentence of five years’ 
imprisonment.  The person before the court of appeal received a suspended sentence.  K met a girl who he 
thought was a 13-year-old who used the online name of Becky Boo in a mainstream chat room.  In online 
conversations, K described in detail how he would engage in sexual activity with the girl.  The appeal judge 
noted that K was insistent and aggressive about pursuing a meeting over a three-day period.  K arranged to meet 
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the girl and was arrested at the meeting place.  K told police that he did not think he would do anything sexual 
with Becky despite what he had said online.  He was persistent and aggressive; he talked about sexual activity.  I 
find this remarkable.  K obtained psychiatric counselling regarding his interest in girls aged between 10 and 13 
years.  The police officer posing as Becky Boo had provided an image of a model in response to the request from 
K for a photograph and stated that some people thought she looked like the photograph.  The appeal court took 
the view that it was an image of a provocative teenager and involved a degree of enticement by the police.  That 
is another issue I want to raise, one raised by some members in our party room today.  I am referring to 
entrapment.  The appeal court concluded that the communications did not result in the corruption of an 
unworldly child.  Although the appeal court affirmed that a prison sentence was appropriate for an offence of this 
type, the enticement was thought to be an important consideration in mitigating the penalty that no child was 
actually involved.  Therefore, the court imposed the lesser sentence. 

The legislation clearly states that the sexual activity that a person hopes to achieve is irrelevant because it is the 
intent that is important.  The bill refers to an adult who uses electronic communication with intent to procure a 
person under either 16 years or 13 years.  It is the intent to procure that is the offence.  Clause 4(7) states - 

If, despite subsection (6), an intention to procure the victim to engage in any particular sexual activity is 
alleged, it does not matter that, because of circumstances not known to the accused person, it is 
impossible in fact for the victim to engage in the sexual activity. 

Subclause (8) states that “it does not matter that the victim is a fictitious person represented to the accused 
person as a real person.”  I hope that the Attorney General will reassure members during consideration in detail - 
as well as prosecutors and the courts - that what he says in this house can be used.  We want to know that a 
person, being a police officer, cannot be used as a mitigating factor or that a photographic image cannot be 
referred to as being overly provocative.  Those facts should not be taken into account in mitigation. 

The study looked at another case.  Frankly, it made me laugh.  H was a resort manager in the Northern Territory 
when he met a person he thought was a 15-year-old girl called Tiffany through an Internet chat room.  “Tiffany” 
was the assumed identity of an undercover Queensland police officer.  H and Tiffany made a number of 
exchanges.  On the first day, H send an e-mail suggesting that Tiffany meet him at the Novotel Motel in 
Brisbane.  Tiffany said that she was 15 years old and H said that he did not care what age she was.  H engaged 
Tiffany in general conversation, which progressed to questions about sex.  H offered Tiffany a job at the resort 
he managed and said that she could live with him rent free.  H sent Tiffany a phone and credit card and offered 
to put $500 in her bank account.  He arranged to meet her at a motel in Brisbane to speak about sex.  That 
meeting was called off by H.  He arranged for Tiffany to fly to Alice Springs to spend a weekend with him in a 
hotel.  He paid for the airfare and was at the airport to meet her when he was arrested by police.  He pleaded 
guilty and was sentenced in the Supreme Court of the Northern Territory in 2004.  The judge described the 
offence as serious as well as well planned and premeditated.  He noted the evidence given by a psychologist that 
H suffered from depression and in offending had behaved in a desperate manner to avoid making attempts on his 
own life as he had done previously.  That is not the part that I found funny.  The judge accepted that H did not 
present a danger to the community.  I thought that that man did present a danger to the community.  All the 
evidence was before the court.  I cannot understand the judge’s decision.  We are debating this legislation in the 
hope of protecting our children.  However, the courts must be a bit tougher than they appear to be in Queensland.  
The judge imposed a sentence of 12 months’ imprisonment suspended on condition of good behaviour and 
accepting correctional service supervision for two years.  I find that incredible.  The offence was definitely 
committed by H, a man who said that he did not care what age the child was.  He talked about sex with the girl 
concerned and offered her a job.  He was even prepared to fly her to his location.  He could have been sentenced 
to five years’ imprisonment; however, all he got was 12 months’ suspended imprisonment.  The judge said that 
H did not present a danger to the community.  I suppose the best way I can describe that decision is bulldust.  I 
hope this legislation has more teeth in the courts.   

I have already spoken about the court orders that will be sought by police officers - I do not how effective this 
will be - to force a suspect or a person controlling a data storage device used by a suspect to provide them with 
access to evidence of child exploitation offences.  I support the amendment in relation to ensuring that people 
who are convicted of such offences come under the Working with Children (Criminal Record Checking) Bill 
2004, which was passed by the Legislative Assembly.  

The opposition supports this bill, although it would have liked certain aspects, such as adolescents, to be covered 
by the legislation.  I am particularly concerned about some of the decisions that are referred to by the Australian 
Institute of Criminology and the light penalties that, for some reason, appear to be imposed for this type of 
offence.  I would like the Attorney General to tell me whether that is because of the morality provision in the 
Criminal Code, which refers to brothels and bawdy houses, which nobody brings a prosecution for these days.  I 
hope that the Attorney General will send a clear message to the courts that this issue will be treated seriously; 
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and that the fact that it involved a fictitious person and that it was impossible to complete the substantive offence 
that the procurer was trying to achieve are totally irrelevant to the plea in mitigation.   

MR M.J. COWPER (Murray) [5.44 pm]:  I have considered the amendments that have been proposed to the 
Criminal Code.  We are now in a new age, and new offences are being committed because of the technological 
advancements that seem to be dawning upon us daily.  I will hark back to some personal experiences I have had 
in relation to these matters.   

Child abuse and aggravated sexual assault on young people are probably the most despicable acts that one can 
perpetrate in our society.  Unfortunately, it has been my experience to have been involved in the investigation 
and apprehension of such offenders.  One area that is becoming more apparent is the level of child abuse and 
sexual assault against young people in remote Aboriginal communities.  I hark back to my 12 years in the 
Kimberley and Pilbara.  During our outback travels, we experienced situations in which young children were 
presenting to the local health professionals with cases of sexually transmitted diseases.  Of course, that raises the 
issue of the mandatory reporting of such matters to the authorities, which has been contentious for some time.   

Mr J.A. McGinty:  On that note, and even though it has nothing to do with the bill, there is mandatory reporting 
of STDs in children.  That was introduced by way of protocol about two years ago.   

Mr M.J. COWPER:  I am referring to the 1980s and early 1990s when I was in the Kimberley.  

Devious sexual acts are not the exclusive domain of adults.  When I was involved with the Aboriginal 
communities, I found that a lot of the offences were being perpetrated by a victim’s own family members, 
including siblings of a young age.  That is a clear indication - I am sure that there is evidence to support this fact 
- that the perpetrators of such crimes have often been victims of sexual assault.  This issue relates to proposed 
section 204B(2) in clause 4 of the bill, which refers only to an adult offender.  The member for Nedlands raised 
this matter with the Attorney General.  In his response he said that he dwelt on this issue for some time before 
making a policy decision on this matter.  I will continue this debate in another vein, and come back to that issue 
in a moment.   

As I mentioned earlier, the computer age has given us a fantastic tool in the Internet, which has given us access 
to boundless information.  Indeed, one can spend many hours surfing the net and discovering fascinating and 
interesting information.  The Internet has also created a haven for people who have a propensity to seek what are 
considered inappropriate images by today’s social standards.  It also seems to fuel matters that attract 
paedophiles and the like to the computer source.  I heard a member mention earlier - I cannot remember who it 
was - that children as young as three do not use computers.  My son Tom was four years of age when he 
astounded me with his ability to flick on my computer in the study, open up the drive and plonk in a compact 
disc of a motocross game - which is a favourite of his - and sit there while the computer loaded up.  When I 
walked in one particular day he was sitting there sucking his thumb, which he had a propensity to do in those 
days.  I said, “What are you doing buddy?”  He replied, “I’m waiting for the computer program to load.”  Given 
that he was four, he could not read or write.  I asked him how he knew that the computer was loading the disc.  
He pointed to the screen where it indicated that it was loading.  One does not have to be able to read or write or 
have a specific degree in computer engineering to know how to get around a computer.  It has previously been 
mentioned that perhaps computer programs should come equipped with a 10-year-old who can tell those of us 
who have a limited ability in using a computer how to drive the thing.  The question about young people 
accessing computers is an interesting one.  We do not give our young people the credit they deserve.  The use of 
the computer in my household is prevalent, given that I have two teenage daughters.  My wife and I have had 
conversations about what is a safe and suitable way of allowing our children to access the Internet.  We have laid 
down certain rules.  One rule is that they are not allowed to access the Internet while their mother or I are not at 
home.  Another rule is that they are not allowed to communicate with anyone whom they do not know 
personally.  We must give children some degree of latitude and trust, but into a parent’s mind creeps that shadow 
of doubt about whether children are using the computer facility properly.  My children use ninemsn and the 
whole new, almost cryptic language that has been created.  One must sit there for some time before realising the 
shortcuts and themes of conversation.  Language used in the music of the day and the language of some young 
children is interesting for those of us with young children.  One would not think that one’s own child would be 
involved, but I am sure that such conversations do occur and one would not be so naive to assume that they do 
not see the language from time to time.  We do as much as we possibly can to protect young people from the 
dangers that appear on our computer systems.   

As most members know, I was a police officer in a previous life.  One of my very good friends, and possibly my 
closest friend, was my offsider at Denmark.  He left to join the detectives of the criminal investigation branch, as 
it was known in those days.  For about three or four years he was a member of the child abuse unit, which has 
now been renamed the child protection squad.  Through the former Western Australian police association, I got 
to know a few colleagues from that unit quite well.  The police often use discussion between police officers as a 
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means of debriefing and counselling.  It is a common occurrence to deal with the stress associated with having to 
deal with a major traffic crash and particularly unpleasant duties that officers must attend from to time.  I am 
very fortunate because I have a little place further up the coast.  It has been the tradition for about the past six 
years that each year I travel there with a group of my former colleagues.  We celebrate the opening of the 
crayfish season by undertaking activities that foster a lot of fellowship.  After a few crayfish have adorned the 
table, we usually sit back and have a couple of beers and conversation inevitably turns to work.  We talk about 
matters that have perplexed my former colleagues or have been weighing heavily on their minds.  If anyone from 
outside were to listen to our conversations, they would think that half the members of the Police Service were 
bent or had a warped sense of humour.  I can assure members that is not so.  It is a case of them dealing with 
issues with their former colleague in a great environment in which they can purge themselves of the problems 
that occur.   

In my involvement in country areas, I was never able to bring myself to apply for a position in the child abuse 
unit.  When my good friend said that he was doing so, I thought that he must have had rocks in his head.  
However, I know what his temperament is like.  I believed that he would be a very good officer in that field of 
work because he has the temperament to be able to deal with such people, whereas I would feel like throttling 
them because I cannot abide the thought of young children being interfered with.  The stories that come out from 
time to time at the get-together are absolutely amazing.  This year’s get-together will be postponed because I 
now have another job.  On the day of the opening of the crayfish season on 15 November, the house will be 
sitting; therefore, the get-together has been postponed for a couple of weeks, but I look forward to catching up 
with my good friends, renewing friendships and diving to check out a few crayfish holes.  I hark back to the fact 
that they tell me that there are real problems out there with the Internet and the accessing and deciphering of 
information.  They spend countless hours trying to download information that has been encrypted, hidden or 
protected by passwords or firewalls in a manner that is beyond my capacity.  One would certainly have to have 
some sort of degree to understand the complexities of computer systems.  What is very clear is that perpetrators 
are very cunning and very clever.  They are using new methods.  That is why I believe that this legislation is 
very important for dealing with this issue. 

I have been through the bill and listened to the debate.  Proposed new section 204B(2) concerns me because it 
will provide that only an adult can be targeted as a predator of young people.  I believe that is a mistake.  I 
propose that the proposed new section be amended.  I will talk to the Attorney General about that matter when 
we reach consideration in detail and the appropriate time at which to insert an amendment.  I believe that we 
would be pretty hard-pressed to explain to a parent or young person whose life has been destroyed because of a 
sexual encounter perpetrated or commenced through an Internet chat room or the like that the person who 
perpetrated the offence was only 17 years and six months old.  Members and I well know that the appearance of 
some young men and women today belies their years.  For the offence to remain in the exclusive domain of 
adults I believe is a mistake.  The new child protection squad, which was formerly the child abuse unit, is 
modelled on the Queensland approach, as is much of this legislation.  One of the feedbacks I have received 
through my interaction with people in Queensland is that this is becoming an issue.  I am not aware of any 
specific records or details that have been kept of how many young people between the ages of 16 and 18 years, 
for example, have been perpetrators or involved in this issue.  However, the Queensland police are certainly 
saying to the Western Australian police that it has become an issue.  It is something that we need to readdress. 

I commend the minister for introducing this legislation.  It is a valuable addition to the Criminal Code.  I look 
forward to the ongoing debate as the bill progresses. 

MS M.M. QUIRK (Girrawheen - Parliamentary Secretary) [5.58 pm]:  In the few seconds before the dinner 
break, I want to comment on this legislation because in this place we frequently criticise, point the finger and say 
that things that need doing do not get done.  I just want to point out that I raised this issue in a grievance to the 
Attorney General some considerable time ago.  I take this opportunity to personally thank the Attorney General 
for his conscientiously following up the grievance and for his consideration of the issue, which is a very serious 
and confronting one for law enforcement.  I am sure that many parents who are worried about their children and 
the access that they have to various sites on the Internet will be very pleased and rest easy knowing that law 
enforcement now has the tools that it needs to combat this insidious form of paedophilia. 

MR A.J. SIMPSON (Serpentine-Jarrahdale) [5.59 pm]:  We appreciate the Internet is a fantastic world as we 
sit here in this chamber with our laptops and surf the net, but it has also opened up the world of chat rooms.  I 
use a chat room; in fact, I believe I am probably the only member of Parliament in the world whom people can 
contact via ninemsn to talk to their elected member.  I am hoping that the Minister for Disability Services will 
take this issue up with the deaf community, because I think it would be fantastic for deaf people to use it.  It is 
definitely the way of the future.  I and many members in the house will acknowledge that many young children 
will sit in on chat rooms and hold three or four conversations at the same time.   

Sitting suspended from 6.00 to 7.00 pm 
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Mr A.J. SIMPSON:  The Internet is an amazing tool.  A bill such as this will tighten people’s use of the Internet 
and will make the world a safer place for our children and everyone else who uses the Internet.  As the Internet 
gets bigger, more chat rooms will pop up.  More than a dozen companies offer chat room facilities.  Ads will pop 
up when a person logs on to a chat room, as these provide the money for the facility to operate.  The companies 
that provide these facilities could possibly have a hotline number that anyone could call if they had concerns 
about someone who had logged on to a chat room for the wrong reason or had done the wrong thing.  People 
could contact the hotline number and the company could take their complaints to the right authority.  It would be 
good to have those companies on board as that would assist what we are trying to do with this legislation, which 
will give the police more power to hunt down predators who use chat rooms.   

The Internet is a pretty amazing place.  However, it is also chock-a-block full of pornographic material.  People 
who use the Internet find that this material will reach them in different forms.  For example, many people receive 
unsolicited e-mails that contain links to pornographic material.  People are always deleting such e-mails.  
However, it is just about impossible to stop unsolicited spam.  One thing that is sometimes difficult to 
understand about the Internet is that when a person surfs the net for a couple of hours, for instance when looking 
for information on investments with banking institutions, things called “cookies” will attach to his computer.  
The next time he turns on his computer, he will be sent e-mails that relate to the information that he was 
searching for.  It is a good idea to delete these cookies on a regular basis, as they are how people can be tracked 
on the Internet.  No matter how much a person tries to cover his tracks, he will always leave a trace.  That is the 
beauty of it.  There was a big crackdown on child pornographic material last year, which was being supplied by 
the Russian mafia.  Anyone in Australia could log onto the web page and buy that material using a credit card.  
Authorities in Europe got together and told the mafia that if they would not give them the credit card numbers of 
the people who had bought the material, they would get heavy with them.  The result was that they were given a 
mile-long list of credit card numbers.  That is how many people came undone.  The credit card details were 
matched with names and addresses.  Police then knocked on the doors of the people who were identified and 
confiscated the hard drives of their computers.  Lo and behold, a few thousand images were found and people 
were sent to jail.   

This legislation attempts to deal with online chat rooms.  I today read the paper entitled “Queensland police 
stings in online chat rooms”, which gives a couple of case studies of police officers who pretended to be young 
children in chat rooms and the people who preyed on them.  It is quite interesting.  The member for Murray said 
that his teenage kids are keen to talk in chat rooms.  I have a dictionary in my office so that I can keep up with 
the language that is used in chat rooms, which has come from text messaging and has now been translated into 
the chat room situation.  It is a different angle that enables kids to venture into the world.  Many years ago, child 
molesters would hang around schoolyards and in parks to try to tempt kids.  Now they sit at home and use their 
computers to try to win children over.  Unfortunately, they are doing it inside people’s homes - they are talking 
to children in their own homes.  We have again introduced legislation to deal with such situations.  I hope that 
these people can be caught in the act and can be put away where they should be.  It will be hard.  I agree with the 
legislation and commend the Attorney General for introducing it.  The more power we can give the police to deal 
with these people, the better, as they often seem to get away with what they are doing.   

I said earlier that MSN is the latest way for people to talk to one another.  It is a chat room.  Children who use 
MSN will have three or four conversations going at once with their friends, who could be halfway around the 
world or in the same suburb.  After making this speech I will turn on my computer and log on to my account, 
which will enable me to check whether any of my friends are online and, if they are, to start talking to them.  My 
family had a couple of exchange students come to stay for six months.  Quite often I will get online late at night, 
which is daytime in America or Austria, to speak to the exchange students to find out how they are going.  They 
can turn on a web camera, which enables me to see them.  I can do that when I am sitting in the chamber.  They 
can wave to me and have a chat about what is going on, how my kids are and what they are doing at school.  It is 
like they are here.  It is quite an amazing tool.  I have my computer turned on for the majority of the time that I 
am in the chamber, and often somebody from the Leader of the Opposition’s office will send me a message to 
ask whether another member is in the house.  They do not have to leave their chair to find out whether someone 
is in the house.  The Internet has benefits if it is used in the right way.   

I also mentioned that people are able to contact me via MSN.  The idea behind using MSN was that it was the 
latest way of getting in touch with people.  I can also be contacted by SMS, which is how many kids 
communicate.  It is kind of a shame, because people will probably lose their communication skills by using 
SMS.  The beauty of e-mail and SMS is that one can choose whether to answer a message today or tomorrow.  It 
is not like the phone ringing and having to talk to someone.  That is the way kids communicate these days.  I 
thought that if I could provide this service, I might be able to capture more of the youth market as a member of 
Parliament.  It would enable them to talk to me and me to talk to them and hopefully answer their questions.  I 
probably average a dozen messages a week.  Some weeks I get a lot and other weeks I get only two or three.  I 
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am sometimes asked straightforward questions.  One kid asked me the other day about how to get a skate park in 
his area.  We had a long conversation back and forth about how he would need to go to the local council and that 
there would need to be an application for land rezoning and so forth.  I explained how the system works and that 
he would have to talk to his local councillor.  I explained what I could do as a member of state Parliament and 
how the three levels of government work.  After about a 20-minute conversation, this kid knew a lot more about 
politics, how the system works and how to chase up getting a skate park.  He probably cannot vote for me for 
another four or five years, but that is beside the point.  I think he was happy to do that.   

Mr A.D. McRae:  He would be a Labor voter anyway.   

Mr A.J. SIMPSON:  I do not know.  If he is using the Internet and telecommunications, he is probably more 
likely to be a Liberal voter.   

Mr M.P. Murray:  Do you know the difference between a Labor voter and a computer?  With computers you 
only have to punch in the information once.   

Mr A.J. SIMPSON:  Mobile phones are now reaching the stage of being almost as good as a laptop but they fit 
in the palm of one’s hand.  People can do a lot more with them.  Checking e-mails is now so easy.  It is now 
more important than ever to pass this kind of legislation because anything that can be done on the computer can 
also be done on a mobile phone.  It is amazing, but it is scary at the same time.  As is mentioned in the bill, 
mobile phones now have movie cameras as well as cameras, so that is the next thing.  Another device is the iPod, 
which can download music from the Internet.  Here we are getting into issues of who owns the music, and how 
much should be paid for it.  For less than a dollar, a person can download a piece of music onto an iPod, and the 
person who owns the song gets a royalty.  The situation of illegal software also arises.  The Internet is such a 
huge area.  I could probably stand here all night and talk about it but I will not because I am aware of the time. 

To the Attorney General I say, well done; this is a fantastic initiative.  I hope that it gives the police the powers 
they need to seek out these predators who prey on our young children.  As a father of young children I can only 
emphasise that I am very much with the Attorney General on this one.  As I said, many years ago a child 
molester would wander around the park with a bag of lollies, but now he has come in through the front door.  It 
still comes down to the responsibility of the parents, who must be vigilant and understand where their children 
are and what they are doing all the time.  I always advocate that anyone with a computer in the house should 
keep it in the main living area so that parents can see what is on the screen and what the children are doing, and 
should be interactive with the children on the computer at all times.  If they have the computer in the child’s 
room, or in a back room or office, they are away from the mainstream and would be open to that kind of thing.  
At the same time, to deprive a child of any access to the Internet is a crime, because of the amount of research 
that can be done.  I have spoken to many parents over the years, who have told me that when children are doing 
research on the Internet, there is a little pop-up screen down the bottom, and they are chatting with their friends 
at the same time.  They know how to pull the wool over their parents’ eyes very quickly.  The parents look at the 
screen and it appears that the child is doing research when he is actually chatting to somebody.  As I said, I 
congratulate the Attorney General on this legislation.  It is fantastic legislation, and I hope it will help clean up 
the community and put these people away where they should be.  

MR J.A. McGINTY (Fremantle - Attorney General) [7.12 pm]:  I thank members from both sides of the 
house for their indications of support for this legislation.  It is always a matter of making sure that the law keeps 
pace with developments in technology.  I appreciate that this legislation will pass with bipartisan support through 
the Parliament.  Two questions have been raised.  The first is in relation to penalties.  The penalties provided in 
the bill were derived from comparable legislation from Queensland.  The second question is that of whether this 
legislation should extend to children as perpetrators of offences against children.  The government gave some 
detailed consideration to that matter.  A powerful case can be made to include 16 and 17-year-old boys, who will 
use the Internet and the chat rooms to groom other young people for sexual activity.  However, the evil at which 
this piece of legislation is aimed is that of adult men engaging in paedophilic behaviour towards children.  A 
whole range of different policy considerations come into play when a distinction needs to be drawn between the 
situation of two people under the age of 18 setting up a social encounter and that of a much older person seeking 
to groom young people for sex.  This gives rise to very difficult policy considerations.  We are unanimous in our 
support for the legislation to the extent that it deals with adults grooming children.  It becomes somewhat more 
problematic when talking about children engaging in dialogue over the Internet, through chat rooms, with other 
children.  While there is a case that can be made out, it is not one that is appropriate to be covered by this 
legislation.  I thank members again for their indications of support, and commend the bill to the house.  
Question put and passed. 

Bill read a second time.  

Consideration in Detail 
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Clause 1 put and passed.  

Clause 2:  Commencement - 
Ms S.E. WALKER:  I thank Mr Barry King, of the State Solicitor’s Office, who is here as an adviser, for his 
briefing.  As I understand it, this clause provides for this legislation to come into operation on the day on which 
it receives the royal assent.  However, the provisions for police officers to apply for court orders will not be 
assented to until the Criminal Investigation Act is proclaimed.  Is that right? 

Mr J.A. McGINTY:  The answer to the member’s question is yes.  It is somewhat complicated by the intention 
of the government to bring a Criminal Investigation Bill into the Parliament.  This particular provision will 
ultimately find its way, perhaps in a modified form, into the Criminal Investigation Bill, when that is introduced.  
We were not sure which act would come into operation first.  We have tried to take the evidentiary and 
procedural provisions out of the Criminal Code and retain the Criminal Code as a code of offences, both simple 
and indictable.  
Ms S.E. Walker:  At the moment, section 711A of the Criminal Code is about a search of an aircraft, following 
a section about search warrants.  Why cannot this section be inserted until that is assented to? 
Mr J.A. McGINTY:  That is the intention. 

Ms S.E. Walker:  So this will be assented to, and will be in the Criminal Code? 

Mr J.A. McGINTY:  It will be in the Criminal Code, but removed later.  Two pieces of legislation were being 
drafted at the same time, and we were not sure which would complete the passage through the Parliament first.  I 
think that is the answer to what appears to be an awkward provision.  

Clause put and passed. 

Clause 3 put and passed.  

Clause 4:  Section 204B inserted -  
Ms S.E. WALKER:  Proposed section 204B states that the term “electronic communication” has the meaning 
given to that term in section 5 of the Electronic Transactions Act 2003.  Section 5 of the Electronic Transactions 
Act states -  

“electronic communication” means -  

(a) communication of information in the form of data, text or images by means of guided 
or unguided electromagnetic energy, or both; or 

(b) communication of information in the form of sound by means of guided or unguided 
electromagnetic energy, or both, where the sound is processed at its destination by an 
automated voice recognition system, 

and “an electronic communication” has a corresponding meaning; . . .  

The definition in section 218A of the Queensland Criminal Code 1899 is as follows - 

“Electronic communication” means email, Internet chat rooms, SMS messages, real time audio/video or 
other similar communication.   

That is a very down-to-earth definition.  It is very easy to understand.  Does the definition in this bill have the 
same meaning as the definition in the Queensland bill?  Why has this definition been chosen?   
Mr J.A. McGINTY:  I had been dreading the thought that the member would ask me to explain the difference!   
Ms S.E. Walker:  I would have liked to! 
Mr J.A. McGINTY:  I will have to disappoint the member on that!  The view that was taken by the instructing 
officer and parliamentary counsel was that an exhaustive definition of “electronic communication” is contained 
in the recently passed Electronic Transactions Act, and that is a superior definition in that it encompasses more 
than is encompassed by the more down-to-earth definition in the Queensland legislation.  We did not want to 
find that there was any shortcoming in the definition of what constituted an electronic communication.   

Ms S.E. Walker:  Is everything that is contained in the Queensland definition contained in the definition in this 
bill? 

Mr J.A. McGINTY:  Yes.  The definition in the Electronic Transactions Act is designed to encompass 
everything that is, or everything that can be - perhaps looking a little into the future - encompassed within that 
mode of communication.   
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Ms S.E. WALKER:  What does the definition of “computer generated image” encompass, and how is that 
different from electronic communication? 
Mr J.A. McGINTY:  I am not competent to offer the member assistance on the technical definition.  However, 
the intent of the drafting was to say that a computer-generated image could include something that, for instance, 
had been scanned and was capable of being projected onto a computer screen as an image.  It might consist of 
text, or it might not.  The subsequent definition of electronic communication in all its breadth is designed to pick 
up a computer-generated image, and everything beyond that, as being any form of communication.  That is the 
intent.  I am not capable of describing the intricacies of the ways in which computers work; I am sorry.  
Ms S.E. WALKER:  It has interesting that the Queensland act has only two definitions; namely, of “electronic 
communication”, and of “procure”.  Our bill also has a definition of “indecent matter”.  Surely what constitutes 
an indecent matter is a matter for a jury.  Proposed section 204B states that “indecent matter” includes an 
indecent film, videotape, audiotape, picture, photograph, or printed or written matter.  Why do we need a 
definition of what constitutes an indecent matter? 
Mr J.A. McGINTY:  It probably does not add a great deal to the legislation, but it is an inclusive definition.  It 
starts with the words “includes an indecent film, videotape, audiotape”, etc.  It is there to give an indication of 
what is intended.  It is not meant to exclude any other indecent matter that may appear in any other medium or 
form.  It plays a useful role in indicating the sorts of matters that may be picked up by those words.  Of course, 
the meaning of “indecent” still relies very much on the common, ordinary understanding of that word as would 
be applied by a court or a jury in a particular case. 
Mr M.J. COWPER:  I have grave concerns about proposed subsection (2), because it commences with the 
words -  

An adult who uses electronic communication . . .  

I believe it is a mistake to make it exclusive to adults.  Young people between the ages of 14 and 17 who have 
been the victims of crime often manifest behavioural problems at an early age.  To exclude them from this 
proposed subsection is a mistake.  The anecdotal evidence that I have received is that this is a major concern to 
the Queensland unit and it is a matter that Queensland will be trying to fix, because it creates a loophole in the 
legislation.  If we include young people in this legislation, we will become the leader in this legislation in 
Australia.  A person who happens to be aged 17 years and six months will not be captured by this legislation.  I 
believe young people should be included in the offences that are created in this bill, because, as with any other 
offence under the Criminal Code, these offences can be perpetrated by young people.  It would then be up to the 
courts to determine how these young people should be dealt with under the Young Offenders Act and what 
would be the appropriate penalty for a contravention of this proposed section.  I understand from the Attorney 
General’s speech earlier that there was considerable deliberation on this matter.  I would like to hear from the 
Attorney General what persuaded him not to pursue this aspect of the legislation. 

Ms S.E. WALKER:  I agree with the comments made by the member for Murray.  This was a matter that was 
raised in our party room this morning.  The opposition is very pleased that this bill has come on for debate, but is 
disappointed that adolescents are not included in its provisions.  It was a matter that I raised at the briefing.  Also 
going back to the paper by Rachel O’Connell from the Cyberspace Research Unit, she said -  

- Typically, whilst parents are vigilant of the people children come in contact with in the real world they 
are not as readily vigilant of the adults children come into contact with in virtual worlds and this clearly 
has an impact on the accessibility of children.  Furthermore, there is ample evidence that the Internet 
affords greater opportunity for adults or adolescents with a sexual interest in children to gain access to 
children, oftentimes whilst the child is at home with their parents. 

This bill may be debated in committee when it goes to the Legislative Council, and the committee may consider, 
as the member for Murray alluded to, that other parts of the code, particularly the sexual assault provisions, refer 
to a person.  It seems that the Attorney General has been a bit soft with this legislation.  I believe that the police 
and the Office of the Director of Public Prosecutions can distinguish when two adolescents are communicating 
on the Internet, as opposed to a 15-year-old looking on the Internet for a girl of eight, nine or 10 years.  Sadly, 
we seem to have missed the boat there. 

Mr J.A. McGINTY:  I appreciate that the member for Murray proposes to move an amendment to deal with the 
question of -  

Mr M.J. Cowper:  I would like to hear why the Attorney General has gone down this path. 

Mr J.A. McGINTY:  Fine.  I did not know whether to address that matter before the member moved his 
amendment, but I am happy to do it beforehand.  I will quickly run through a few reasons.  Firstly, this 
legislation is substantially based on the Queensland provision.  The relevant provision in the Queensland 
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Criminal Code is section 218A, which is headed “Using internet etc. to procure children under 16”.  The primary 
provision in Queensland states - 

(1) Any adult who uses electronic communication with intent to-- 

(a) procure a person under the age of 16 years, or a person the adult believes is under the 
age of 16 years, to engage in a sexual act, either in Queensland or elsewhere; or 

(b) expose, without legitimate reason, a person under the age of 16 years, or a person the 
adult believes is under the age of 16 years, to any indecent matter, 16 either in 
Queensland or elsewhere; 

commits a crime. 

Maximum penalty--5 years imprisonment. 

It is therefore clear that what we are talking about is an adult who uses electronic communication to groom a 
child.  That is the provision in the Queensland Criminal Code on which we based this provision.  That is where it 
came from. 

The other provisions that are relevant are those contained in section 474.26 of the commonwealth Criminal Code 
Act.  The section has the interesting title of “Using a carriage service to procure persons under 16 years of age”.  
It does not refer to the days of the horse and carriage; it refers to an electronic carrier.  Again, the provision in 
the commonwealth Criminal Code Act refers to a person, namely - 

(1) A person (the sender) commits an offence if: 

(a) the sender uses a carriage service to transmit a communication to another person . . .; 
and 

(b) the sender does this with the intention of procuring the recipient to engage in, or 
submit to, sexual activity with the sender; and 

It then goes on to say - 

(d) the sender is at least 18 years of age. 

That is the primary provision.  There are then some other modifications to that section when it is intended to 
procure someone else other than the receiver.  There are different provisions there, but the substantive provision, 
again, is about an adult procuring a child.  By “child” I mean someone under the age of 16 years.   

Ms S.E. Walker:  What offence was referred to? 

Mr J.A. McGINTY:  Using a carriage service to transmit a communication from another person when the 
sender does it with the intention of procuring the recipient to engage in or submit to sexual activity with the 
sender.  It is the grooming provision. 

Ms S.E. Walker:  But that is not quite the same as our code.  That is from the commonwealth one, which does 
not have a code.  We have a code, and that is not consistent with our code in Western Australia. 

Mr J.A. McGINTY:  I have just been advised that the commonwealth does have a code, and I am reading from 
it.   

Ms S.E. Walker:  Yes, but it is not the same as the Samuel Griffiths’ code, which Tasmania, Queensland and 
Western Australia use. 

Mr J.A. McGINTY:  That is right.  However, I have referred to the Queensland code, which has a provision that 
refers to an adult and a recipient under the age of 16.  The comparable provision in the commonwealth Criminal 
Code Act refers to a sender of at least 18 years of age procuring someone under the age of 16 years, so it is the 
same scheme of things. 

Ms S.E. Walker:  No.  What is the name of the commonwealth act that is the same as this bill? 

Mr J.A. McGINTY:  I am reading from the Criminal Code Act of 1995. 

Ms S.E. Walker:  Yes, but that is not the same as this provision relates to. 

Mr J.A. McGINTY:  I think it is. 

Ms S.E. Walker:  No, it is not. 

Mr J.A. McGINTY:  The member for Nedlands might like to explain to me why it is not, because my advice is 
that it is. 
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Ms S.E. WALKER:  I do not have my speech in front of me, as I gave it to the Hansard staff.  However, I 
referred to the commonwealth bill that came into effect in March this year, which I understand relates to the 
same issue of procuring children, or cyber sexploitation.  It certainly was not a 1990 bill; it was 2005.  In any 
event, I agree with the former speaker.  We are talking about adolescents, as opposed to adults.  I am saying that 
the commonwealth act is not consistent with our Criminal Code.  It is probably not even consistent with the 
Queensland Criminal Code.  I do not believe that the act referred to by the Attorney General reflects the 
Queensland legislation on procurement or the bill before us. 

Mr J.A. McGINTY:  I cannot take the matter any further, other than to say that the provisions of the Criminal 
Code Act 1995 were downloaded from the Internet yesterday, and that is the commonwealth legislation that I 
just referred to. 

Ms S.E. Walker:  Is it about cyber sexploitation? 

Mr J.A. McGINTY:  It does not say that; it refers to using a carriage service. 

Ms S.E. Walker:  There we are!  The Attorney General is talking about a horse and cart.  I am talking about 
Internet chat rooms - another planet. 
Mr J.A. McGINTY:  The member for Nedlands might be right but I do not think so.  The Queensland act, 
again, was downloaded yesterday from the Queensland consolidated acts database and the reference there was to 
the Criminal Code.   
Mr M.J. Cowper:  Where is a 10-year-old when you need one? 

Mr J.A. McGINTY:  Both the relevant commonwealth and Queensland provisions, as I have always understood 
them, upon which this legislation is based, deal with an adult exploiting a child.  I am happy to make them 
available - 
Ms S.E. Walker:  No, I’ve got them, thanks. 

Mr J.A. McGINTY:  We are obviously reading from different documents. 
Ms S.E. Walker:  No, Queensland consolidated acts. 

Mr J.A. McGINTY:  Section 218A? 
Ms S.E. Walker:  Absolutely, headed “Using internet . . . ” - not horse and cart - “to procure children under 16”. 
Mr J.A. McGINTY:  That is right.  The other one is the commonwealth act, which has different words but 
identical effect. 

Ms S.E. Walker:  Assented to in 2005? 

Mr J.A. McGINTY:  It was taken off the net yesterday. 

Ms S.E. Walker:  It does not matter; you can get any old act off the net. 

Mr J.A. McGINTY:  Perhaps we could move on.  The argument that the member for Murray was seeking to 
advance can be put in this way: it is accepted that there is an international trend, which is discernible to policing 
authorities, towards younger offenders utilising electronic media to groom and initiate contact offences against 
juveniles.  Generally speaking, it is males about the ages of 16 and 17 years who, for their own sexual purposes, 
use the Internet to make contact with girls under the age of 16.  That is the international trend, and that is the first 
point I make.  The second point is that evidence is emerging internationally and nationally of young males 
exposing young children to indecent material.  An example has been given to me by Detective Sergeant Martin 
Voyez, who would no doubt be known to the member for Murray, and with whom I have worked very closely on 
a whole raft of matters in respect of domestic violence and sexual assault.  His example of the grooming that 
takes place was of someone masturbating on a webcam.  That would amount to an offence under this legislation 
only if the word “adult” were replaced with the words “any person”.  If we were to do that, it would put us in an 
inconsistent position with both the commonwealth and Queensland.  Nonetheless, that is the argument. 

Mr M.J. Cowper:  Queensland has identified this as a problem.  I am led to the opinion that it is moving to fill 
that loophole and we have an opportunity to deal with it now.  This is the information I have.   

Mr J.A. McGINTY:  I am aware it is a view of police involved in enforcement in this area that the crime should 
apply equally to children and adults.  That is not a view that has been picked up in the legislation.  It may be 
advocated for, but certainly it has not been incorporated into Queensland and commonwealth legislation.  I am 
not aware whether it is something that is being debated or is a policy proposition.  I recently attended a meeting 
of Attorneys General in Sydney, and that issue was not raised there by the new Queensland Attorney General.  I 
am not aware that it has been developed. 
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Mr M.J. Cowper:  Using your example, what would be the situation if a 17-year-old was masturbating on a 
webcam?  What would be the offence? 

Mr J.A. McGINTY:  I am not sure whether there is an offence.  There possibly is.  It is not something I have 
prepared for this debate, because it is a separate matter.  The question is whether child-to-child grooming should 
be an offence.   

Ms S.E. WALKER:  The Attorney General said on this issue that there has been a trend for younger males, that 
is, 16 to 17-year-olds, to show indecent material or try to procure younger girls on the Internet.  That is nothing 
new.  We are talking about a virtual world as opposed to virtual reality.  It is the same thing; it is just happening 
in cyberspace.  The fact that it happens is recognised in the Criminal Code under sexual assault laws.  The sexual 
assault provisions of the Criminal Code refer to a person.  Various provisions of the code state - 

 A person who compels another person to engage in sexual behaviour in circumstances of aggravation is 
guilty of a crime . . .  

 . . .  

 A person who indecently deals with a child who the offender knows is his or her lineal relative or a de 
facto child is guilty of a crime . . .  

 . . .  

 A person who sexually penetrates another person without the consent of that person in circumstances of 
aggravation is guilty of a crime . . .  

 . . .  

 A person who unlawfully and indecently assaults another person is guilty of a crime and liable to 
imprisonment for 5 years. 

We are talking about an offence involving an adult.  For the Attorney General to say that sometimes 16 and 17-
year-olds talk to 15-year-olds is not good enough.  I am only making the point and I do not accept the fact that 
we are not consistent in the code.  I do not accept what the Attorney General said; that is, that because 
Queensland or the commonwealth have not thought of it, we should not be doing it.  The member for Murray 
says we should be a leader in this field, and I accept what he says.  When this bill goes to the Legislative 
Council, I am sure the government may reconsider its position on the bill. 

Mr J.A. McGINTY:  If I were to make out the case that the member for Murray supports, I would, firstly, talk 
about the international trend for certain mature children - that is, 16 to 17-year-old males - to engage in this sort 
of activity.  That has been identified.  The second point is the issue of a growing trend for 16 to 17-year-old 
mature males to expose young children to indecent material.  I suspect that is an offence under the 
commonwealth communications legislation.  However, I cannot say with absolute certainty that that is the case.  
I have a sense that it is, but I cannot put my finger on the particular example.   

The third issue relates to the police on-line operatives who will be responsible for utilising this legislation.  By 
stipulating that the offender must be an adult we will be placing those operatives in a dilemma should they 
commence a conversation with a person who claims to be a juvenile, in that if the person is a juvenile, he cannot 
commit an offence under the proposed legislation.  The on-line operative then has to consider discontinuing the 
conversation as it would be a waste of resources if the 17-year-old cannot commit an offence.  However, it is 
well known that many adult offenders claim to be juveniles and their true age is not established until a contact 
meeting is negotiated.  I can appreciate the situation if the person is 18 or over but is pretending to be someone 
younger - that is arguably the strongest point in supporting the proposition that this ought to apply to anyone 
regardless of whether he is an adult or a child.   
The final point is that the grooming offence legislation would not be utilised to capture teenagers - for example, 
a 17-year-old boy with a 16-year-old girl - communicating via electronic mediums.  It is a major concern to 
some sections of people involved in the enforcement in this area when a 16 or 17-year-old male instigates 
contact with a child with the intention of molesting that child.  The view of these people is that it is no less 
damaging to the victim that the offender was a juvenile rather than an adult.  Some abuse offences may be 
avoided if the proactive investigations that would be allowed under the proposed legislation would include 
juvenile offenders.  It is already an offence under section 321 of the Criminal Code in this state for anyone, 
whether that person be an adult or a juvenile, to engage in sexual activity with a child under 16 years.  It would 
be consistent with that provision if this particular legislation were not confined to adults.  Each of those points 
can be properly made.   

I refer to the general provisions in relation to sexual offences that are currently contained in the Criminal Code.  
Generally, we have a defence that is available to offences if the accused person believed on reasonable grounds 
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that, firstly, the child was aged over 16 years and was not more than three years older than the other person 
concerned.  We have tried as a matter of policy in this Parliament in recent times when dealing with these issues 
to adopt a different approach when talking about two young people and what activity they might engage in when 
there is a mistaken belief as to age.  That is particularly the case when considering mature adults who set out to 
sexually exploit, and when more than a three-year age gap is involved, because a different test is applied to the 
one that Parliament set in the past, and it is now reflected in the Criminal Code.  That test should be applied.  
That is in the statute for fairly sound policy reasons; that is, a 17-year-old boy and a 15-year-old girl raise 
different sorts of criminal considerations, and, therefore, penalty considerations, than a 25-year-old male and a 
15-year-old girl where it was thought that the girl was in fact aged 16.  When a young man has an honest belief 
that the girl is over 16, a little leeway is allowed and some accommodation provided in light of the reality that a 
different approach can be taken to two young people engaging in consensual activity.  However, it is still a 
criminal offence if it involves a girl under 16.  That provision in relation to the offences should be taken into 
account.  
Mr M.J. COWPER:  I thank the minister for his explanation.  However, it does not satisfy my concerns 100 per 
cent.  Under the minister’s test, if a 17-year-old lad were chatting with an 11-year-old, it would be a different 
kettle of fish.  
Mr J.A. McGinty:  That is true.  
Mr M.J. COWPER:  If my 11-year-old daughter were exposed to a person depicted on the webcam doing 
things that I was not particularly happy with, what would be the offence?  I do not believe an offence for that 
exists under the Criminal Code.  The person might be 17 years and 355 days old, so the test would not apply and 
he would not have committed an offence, whereas a week later he would be committing an offence of a serious 
nature.  This legislation is missing the point that the courts are not bereft of commonsense, and the police 
officers who attend these cases are not incapable of applying commonsense.  The example I have just given 
illustrates the importance of closing that loophole and, as I have said before, it provides us with the opportunity 
to become leaders in this area.  Juveniles are capable of stealing, assault and a raft of other offences.  The courts 
deal with them in a different way than they deal with adults who commit the same offences.  It is appropriate that 
the courts be able to do that.  Providing that a person has not committed an offence because he is under 18 years 
of age is inconsistent with the rest of the provisions in the Criminal Code.  As was pointed out by the member for 
Nedlands, the Criminal Code refers to “a person”.  This provision should also refer to “a person”.  
Mr J.A. McGINTY:  I said before that I had a sense that an offence existed for someone engaging in an activity 
such as being depicted on a webcam masturbating.  Without looking at them in any great detail, I suspect that 
sections 204 and 204A of the Criminal Code cover such a situation.  Section 204 is headed “Indecent act with 
intent to offend” and reads -   

A person who does an indecent act in any place with intent to insult or offend any person is guilty of a 
crime and is liable to imprisonment for 3 years.  

Someone could mount a defence that he had intended to initiate sexual contact with someone rather than offend 
them.  Without looking at the provision in any great detail, I think section 204A covers the situation the member 
for Murray described.  It is headed “Showing Offensive Material to Children Under 16”.  The operative 
provision is subsection (2), which reads - 

A person who, with intent to commit a crime, shows offensive material to a child under the age of 16 
years is guilty of a crime and liable to imprisonment of 5 years.  

They are two state Criminal Code provisions that could be relevant to the very situation the member for Murray 
has described.  

Mr M.J. Cowper:  It applies in any event.  

Mr J.A. McGINTY:  That is right.  That is when the act is done.  The benefit of the provision in this bill is that 
it is preventive.  It is designed to enable police who are operating effectively as undercover agents, pretending to 
be children, having the attempt at an offence committed against them and then arresting the person, thereby 
stopping an offence from being committed.  The attempt is the key provision.  The member is right when he says 
it is up to the courts to treat relationships between mature children differently from the way they would treat an 
older male victimising a young girl, for instance.  I think that is right and that is the way these matters are 
generally approached.  I think sufficient offences exist to deal with a mature child who is seeking to misuse the 
Internet in this way to commit an indecent act or something of that nature.  The argument can go both ways 
about whether mature children should be caught by this legislation.  At this stage it is not part of the law in the 
commonwealth or Queensland, on whose legislation this legislation is based.  

Mr M.J. Cowper:  Not currently.   
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Mr J.A. McGINTY:  Not currently.  I am not averse to setting new ground.  However, the policy considerations 
involved in what the member is suggesting require more thought to make sure that kids who might do things that 
we would not approve of - but that kids do - are not caught. 

Ms S.E. WALKER:  Twaddle.  The Attorney General is talking about adolescents.  It might be what kids do, 
but some are nasty.  We have seen examples of that.  Some high-profile cases, albeit not many, have occurred in 
this state; namely, 16 or 17-year-old males have raped little girls.  We are not talking about catching normal, 
developing relationships between boys and girls.  Police and the Director of Public Prosecutions can make those 
distinctions.  Sixteen or 17-year-old youths can procure sex through the Internet, which is just another sphere.  
They can do it in reality and in virtual reality.  It happens.  The Attorney General is saying that we need to give it 
more thought on the basis of policy.  He has made a policy decision to exclude them.  He is creating an injustice.  
I do not think such a provision would catch too many people.  Nevertheless, I do not accept that mature 
adolescents or mature children will be inadvertently caught.  This bill is supposed to cover children who have a 
warped attitude towards young females and males.  

Mr M.J. COWPER:  In essence, this bill would enable Inspector Jones from the child protection unit to engage 
criminals in bogus situations so that they could be caught.  If Inspector Jones found out that a person he was 
engaging was 17 years old, what should he do?  Should he disengage from the conversation and go on to other 
matters?  Is the potential for harm diminished in any way by the fact that the police will not be able to target 16 
and 17-year-olds?  

Mr J.A. McGinty:  That is right. 

Mr M.J. COWPER:  How would the Attorney General feel if the police indicated that a child or grandchild of 
his was a victim but unfortunately the offender was not 18 years old and therefore had not committed an 
offence?  I would find that pretty hard to swallow.  

Ms S.E. WALKER:  Proposed section 204B(2) reads - 

An adult who uses electronic communication - 

(a) with intent to - 

(i) procure . . .   

Why is the word “intent” included?  I acknowledge that it is in the Queensland legislation.  Why not just include 
the words “an adult who uses electronic communications to procure”?  Why does the legislation make it more 
difficult to prosecute?   

Mr J.A. McGINTY:  If the legislation were worded in the way the member has suggested, an offender would 
need to actually procure.  An “intent” to do something is somewhat analogous to an “attempt” to do something.  
Under the member’s suggestion, it would be necessary to establish that the procurement took place.   

This provision is preventive in its nature.  As my adviser has pointed out, the issue is the use of the electronic 
communication with the intent to procure; it is not the procurement in itself that we are covering. 

Ms S.E. Walker:  It is.  The offence is the procurement. 

Mr J.A. McGINTY:  No.  The crucial element of this legislation is the intent. 

Ms S.E. Walker:  It is the procurement.  I understand what you are saying.  Are you saying it is an attempt to 
procure?  Is the offence the attempt to procure? 

Mr J.A. McGINTY:  It is the use of electronic equipment, if I can put it that way, with a particular intent.  It 
does not go so far as the next step, which is actual procurement. 

Ms S.E. Walker:  No; it is like an attempt.  In the offence of making an attempt to rape, the rape is not the 
offence; the offence is the attempt.  The steps taken show that a person was attempting to rape someone.  Under 
this legislation the Attorney General is saying that the offence is the procuring; that is, the steps it takes to 
procure the sexual activity.  A person does not procure unless he is procuring the sexual activity or shows 
indecent material.  The offence is the procuring.  It is like an attempt. 

Mr J.A. McGINTY:  I do not want to use the analogy with an attempt.  It is most probably not the best analogy 
because it is about an intent to procure when electronic equipment is used.  It is about the use of the electronic 
equipment and the intent that goes with that.  To be more accurate, an attempt would be the next step in the 
process and then the procurement would be the following step. 

Ms S.E. Walker:  That would be like intending to attempt to rape.  You are saying that an offender under this 
legislation is intending to procure sexual activity.  The Criminal Code does not contain provisions for the intent 
to attempt. 
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Mr J.A. McGINTY:  That is right. 

Ms S.E. Walker:  That is why I find this perceptually difficult.  The government is inserting in the legislation a 
provision to the effect that a prosecutor must look at the state of mind of the accused; that is, did the offender 
intend to procure or not.  Did he intend to attempt to procure? 

Mr J.A. McGINTY:  I cannot explain it any further other than to say it is simply the use of the electronic 
equipment with a particular intent.  That intent becomes apparent from the nature of the communication in which 
the offender is engaged and which is convincing evidence of an intent to procure sexual activity from a child.  It 
is short of an attempt, and it is certainly short of procuring.  That is the very purpose of this legislation.  We want 
it to be preventive in nature rather than, as is so often the case, having to deal with the consequences of the crime 
once it has actually been committed. 

Ms S.E. WALKER:  I am looking at this provision conceptually.  A person may attempt to rape another person.  
A conviction of the offender relies on showing the steps that the offender took to snaffle the victim in the 
attempt, rather than on the substantive offence.  The prosecutor would argue that a person ripped off the 
woman’s dress and attempted to penetrate her.  That would be an attempt to rape.  By including a provision to 
prove intent to procure to rape, the government is putting in another step.  I wonder whether that will be difficult 
for the prosecution.  A person uses the Internet as a means of procurement.  I look then at the use of a stupefying 
drug to commit an indictable offence.  I accept what the Attorney General is saying in a way.  Section 293 of the 
Criminal Code states - 

Any person who, with intent to commit or to facilitate the commission of an indictable offence, or to 
facilitate the flight of an offender after the commission or attempted commission of an indictable 
offence, administers, or attempts to administer any stupefying or overpowering drug . . .  

The offence is administering the drug to commit a rape.  It must be shown that the offender intended to commit 
the rape and used the drug to do so.  I am not sure whether using an Internet chat room is the same thing. 

Mr J.A. McGinty:  I think the example you have given of the use of a stupefying drug - that is, the use of an 
analogy of an attempt when in fact you are talking about an intent - is apposite.  It is a clearer example. 
Ms S.E. WALKER:  It may be. 

Mr J.A. McGinty:  I am trying to agree with you. 
Ms S.E. WALKER:  I know.  I am trying to work it out so that the Attorney General does not make it too 
difficult to prosecute a person who does this type of thing.  Procuring is an offence in itself, but having to show 
the intention may make it more difficult.  I do not know; I am just raising the matter. 

Clause put and passed. 

Clauses 5 to 7 put and passed. 

Title put and passed. 
Leave granted to proceed forthwith to third reading.  

Third Reading 
Bill read a third time, on motion by Mr J.A. McGinty (Attorney General), and transmitted to the Council. 
 


